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Life’s a Breach – Investing in Cyber Security

 As our lives shift online, securing sensitive data is essential not just for technology companies that monetize our data 

such as Facebook, but also for any business maintaining customer data, including governments. The number of data 

breaches in the US has doubled over the past 5 years, with the average breach costing $13m last year. 

 Mega breaches such as the one at Equifax in 2017, which led to a 35% share price drop and senior resignations 

(including the CEO) have elevated the importance of cyber security. The cost of a cyber security failure are visible in 

more than just the share price. There are potential legal and difficult to quantify reputational costs as well.  

 Greater regulatory scrutiny of mega cap technology companies in the US and the introduction of the General Data 

Protection Regulation (GPRD) in Europe are a reminder of the importance of keeping data safe. For companies 

operating in Europe, simply not reporting a data breach within 3 days can elicit a fine of 4% of global revenues. 

 It is therefore no surprise that spending on internet security is expected to grow at a compound annual growth rate 

over 9% between 2018 and 2022, by which time the market for internet security will reach $134bn according to IDC. 

Even if overall IT budgets shrink, companies are likely to prioritize security amid stricter compliance requirements and 

the ongoing shift to cloud. 5G rollout is another catalyst for increased internet security investment. 

 The ISE Cyber Security index, which tracks companies actively involved in providing cyber security technology and 

services, has outperformed global equities by 10% this year and by 33% over the past 2 years. 

 The proliferation of data is set to continue in today’s increasingly digital world. This underpins cyber security spend 

as companies seek ways to secure data and protect networks. Cyber security fits within the digitization theme 

identified by Citi Private Bank as one of three unstoppable trends in our Outlook 2019 report. 

           

Source: Identity Theft Resource Center as of June 18, 2019.    Source: Refinitiv as of June 18, 2019. 

Indices are unmanaged. An investor cannot invest directly in an index. All forecasts are expressions of opinion and are subject to change without notice and are not intended 
to a guarantee of future events. Past performance is no guarantee of future returns. Real results may vary. For illustrative purposes only.  
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Today Every Company is a Data Company 

Our lives are shifting online, whether it be sharing our personal data on networking sites, paying for goods 

and services, streaming content or maintaining our calendars and shopping lists in the cloud. Many of us 

have even sent our DNA off to companies to be analyzed and stored and paid for the privilege. All of this 

data, in many cases sensitive data, we voluntarily share with the expectation that it will remain private.  

For many companies, data is the lifeblood of their business, using it to cater more closely to the needs of 

their customers. According to Accenture, fewer than one in four companies relied on the internet for their 

business operations 10 years ago, today that figure is 100% of businesses1. This shift to online brings 

great benefits, but also challenges. According to the World Economic Forum, cyber attacks and data fraud 

are two of the top five risks CEOs expect to face in 20192.  

With data breaches surging in recent years, companies cannot blindly assume that consumers will 

continue to so willingly share their data. For a modern business to thrive, it is vital that it safeguards its two 

most valuable commodities; customer data and trust. 

A Competitive Market Underpinned by the Unstoppable Proliferation of Data 

Internet security companies have thrived over the past 5 years as cyber attacks have risen and more and 

more data is generated by new technologies and devices, most of which is stored or monetized. 

Companies already acutely aware of the need to invest in technology in today’s rapidly evolving 

competitive environment need little incentive to apportion large parts of their budgets to internet security, 

following a rising number of data breaches costing ever more money and reputational damage.  

An equal-weighted basket of companies with revenue streams linked to internet security have 

outperformed global equities meaningfully in recent years (chart below) while the ISE Cyber Security Index 

has more than doubled over the past 5 years.  

Why invest in cyber security companies now? As the business cycle matures, it makes sense to question 

the outlook for this group of high growth companies which in many cases trade on expensive multiples. 

Such healthy skepticism makes perfect sense. Indeed, not all areas of internet security exhibit the same 

prospects and investors should carefully assess which companies are exposed to growth areas such as 

cloud security and next generation endpoint security, rather than slowing growth areas such as anti-virus 

and firewall software. 

 
Sources: Citi Private Bank and Bloomberg, as of June 2019. *The chart shows the performance of a basket of Cyber Security stocks on 

an equal weighted basis. The stocks included are Palo Alto Networks, Splunk, Check Point Software Technologies, Okta, Fortinet, 

Symantec, Zscaler, Proofpoint, Trend Micro, Aisino, Avast, Qualys, FireEye, Mimecast, Sophos Group, Rapid7, Varonis Systems, 

NextDC, Sailpoint Technologies, ForeScout Technologies, SecureWorks, NCC Group and Ahnlab. Indices are unmanaged. An investor 

cannot invest directly in an index. They are shown for illustrative purposes only and do not represent the performance of any specific 

investment. Past performance is no guarantee of future results, and future results may not meet our expectations due to a variety of 

economic, market and other factors. Real results may vary. For illustrative purposes only. This should not be construed as an offer of, 

or recommendation of companies discussed.  

                                                                                 
1 Securing the digital economy, Accenture 
2 World Economic Forum Global Risks Report 2019, www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf 
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With a large number of companies offering internet security solutions having sprung up in recent years, 

the market is becoming more saturated and an increasing amount of M&A is likely in the space, also from 

non-traditional internet security companies looking to gain exposure to the cyber security market.  

Many of today’s cyber security companies haven’t yet weathered an economic downturn, which could 

potentially expose weaknesses in their business models. This makes careful selection important, but as is 

the case in any industry, the best companies will become stronger. After all, the proliferation of data is an 

unstoppable trend and even if overall IT budgets shrink, boards are likely to prioritise security amid stricter 

compliance requirements and the ongoing shift to cloud. 

It’s in the Cloud (What is the Cloud?) 

A key driver of cyber security revenue growth is cloud computing. Most of us by now will have some 

knowledge of “the cloud”, which we might think about as a place where we store our pictures and funny 

cat videos so not to utilize the memory on our smartphones, while making them accessible on multiple 

devices. 

A business on the other hand, will likely view the cloud as a way to rent software and systems from 

companies that outsource computing services. The companies outsourcing these services are in many 

cases well-known tech giants such as Microsoft, Amazon and Google, which are investing heavily in data 

centers (where all the computing hardware is found).  

Outsourcing your technology needs via cloud computing as opposed to buying hardware has numerous 

benefits for companies big and small. It gives a business far greater flexibility to scale its services up or 

down at short notice while systems can also be accessed from anywhere with an internet connection. This 

facilitates mobility and improves collaboration for businesses with offices in multiple locations. Companies 

also get fast access to new software while also having a greener footprint.  

The shift to cloud computing that many companies have already undertaken has given birth to a number 

of sub-categories of cloud computing, such as Software as a Service (SaaS), Infrastructure as a Service 

(IaaS) and Platform as a Service (PaaS). We won’t go into details about what each of these mean, rather 

we want to point out that the cloud services market is expected to grow strongly in the coming years. 

Gartner forecasts the market to grow from $182.4bn in 2018 to $331.2bn in 2022.  

 

Source: Gartner as of April 2019. All forecasts are expressions of opinion and are subject to change without notice and are not 

intended to be a guarantee of future events. 

Also according to Gartner research, by 2020 a corporate ‘no-cloud’ policy will be as unusual as a ‘no-

internet’ policy is today. With so many companies incentivized/forced to operate their businesses in the 

cloud, the importance of adequately securing all this data is obvious. 
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Types of Cyber Attacks 

A cyber attack is a malicious and deliberate security breach of an individual or a company’s information 

systems, usually for the purpose of stealing data or profiting in some other way. However, as cybercrime 

evolves, it is not just about stolen data, increasingly data is being destroyed or altered, often causing as 

much if not more disruption to businesses. 

When many people think of cyber attacks, they imagine a computer wiz dressed in all black sitting in a 

dark room somewhere filled with computer screens. While this stereotype works for the silver screen, the 

reality is somewhat different.  

Cyber attacks today come in many forms, whether it be malware, phishing or ransomware, to name a few. 

Willingly or not, a company’s employees are often the weakest link as they either leave their information 

systems unprotected or are tricked into downloading compromising software via an email or link. Other 

employee related causes include failing to promptly update software or install patches. An effective internet 

security strategy should therefore encompass both software and ongoing employee education.  

 

Source: IBM as of December 2018 

Actions that companies can take to mitigate cyber attacks and/or limit their impact include minimizing data 

collection to only essential data, training staff and preparing them for the eventuality of a data breach. 

Encryption can also be used to provide an additional layer of data protection. The costs of a breach typically 

rises with time, making a swift response critical. And of course, companies can invest in security software. 

With the cost of data breaches rising year after year, cyber security investment will remain a priority for 

companies for decades to come.  

Costs of Data Breach Measured in More than Just $ 

Not only are cyber attacks increasing, but so is their sophistication. Correspondingly, the time and money 

needed to resolve internet security breaches is also rising. According to Accenture, the average cost of 

cybercrime for each company in its study increased from $11.7m in 2017 to $13.0m in 20183. Broken down 

by contribution to this cost in 2018 was information loss ($5.9m), followed by business disruption ($4.0m), 

revenue loss ($2.6m) and equipment damage (0.5m).  

Of course, the majority of data breaches are small and their impact is relatively limited. This could change 

as companies collect more granular data. In addition, tighter regulations, especially in Europe will lead to 

higher costs for companies which failed to adequately secure data.  

Far more damaging are the mega breaches which periodically make headlines. The Equifax data breach 

in 2017 is a case in point. Although Equifax didn’t report the breach until September 2017, it was between 

May and July 2017 that hackers gained access to sensitive customer information such as social security 

numbers of 143m Equifax customers.  

                                                                                 
3 Cost of Cyber Security, Accenture 
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Source: Refinitiv as of June 18, 2019. 

Equifax recently revealed that dealing with the 2017 breach has cost the company $1.4bn plus legal fees 

so far, this includes incident response as well as new security systems4. While this is an extreme example, 

it does not include the less-easy to quantify reputational damage to the company, something which 

companies are very aware of in the age of social media when customer perception can quickly shift.  

A survey of 1,000 Americans conducted by internet security firm Varonis Systems found that customers 

are much less likely to continue using businesses which have experienced a breach. In particular, trust 

erosion was the greatest among new industries such as social media and ridesharing companies 

compared with more traditional industries such as retail stores.  

 

Source: Varonis Systems as of 2019 

Importantly, cybercrime is not limited to technology companies. The banking and utilities industries have 

the highest costs of cybercrime across Accenture’s sample, seeing an 11% and 16% increase in costs 

between 2017 and 2018 respectively.  

While the motivations behind banking being a target of cybercrime are clear since these institutions deal 

with money and personal information, the two things most cyber criminals are after, less obvious is why 

the utilities sector is a target. Even these companies need to invest heavily in internet security in order to 

ward off attacks from so-called ‘hacktivists’ seeking to cause widespread power outages or other ways to 

undermine infrastructure systems.  

 

                                                                                 
4 Equifax’s Data Breach Costs hit $1.4 Billion, Bank Info Security  

60

70

80

90

100

110

120

130

140

J
a
n

-1
7

F
e

b
-1

7

M
a

r-
1
7

A
p

r-
1
7

M
a

y
-1

7

J
u
n

-1
7

J
u
l-
1

7

A
u

g
-1

7

S
e

p
-1

7

O
c
t-

1
7

N
o
v
-1

7

D
e
c
-1

7

J
a
n

-1
8

F
e

b
-1

8

M
a

r-
1
8

A
p

r-
1
8

M
a

y
-1

8

J
u
n

-1
8

J
u
l-
1

8

A
u

g
-1

8

S
e

p
-1

8

O
c
t-

1
8

N
o
v
-1

8

D
e
c
-1

8

J
a
n

-1
9

F
e

b
-1

9

M
a

r-
1
9

A
p

r-
1
9

M
a

y
-1

9

J
u
n

-1
9

P
ri

c
e
 r

e
b

a
s
e
d

 t
o

 1
0
0
 o

n
 1

 J
a
n

 2
0
1
7

Almost 2 years later Equifax's share price still hasn't regained it's pre-
breach level

Equifax

S&P 500

Breach 
announced

Sept 2017: CEO and 
other other senior 
executives retire

7%

14%

17%

20%

42%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Rideshare Service

Social Site

Bank

Hotel

Retail Store

What company are you most likely to shop with after they've 
experienced a data breach?

All business are being 
targeted by cyber 
criminals, including 
governments 



Global Equity Strategy  June 2019 6 

 

Source: Accenture as of 2019 

Regulations 

As governments work to catch up with rapid technological developments, regulations will gradually 

increase making custodians of customer data increasingly accountable for protecting this information.  

Europe is leading way with the introduction of the General Data Protection Regulations (GDPR) in May 

2018. Described by some as the most important change in data privacy regulation in 20 years and by 

others as the most draconian regulation of our time. The broad scope of GDPR means that it applies to all 

organizations processing data belonging to EU citizens, regardless of whether or not the organization is 

EU domiciled.  

Fines administered under GDPR can be meaningful; companies can be fined up to 4% of annual global 

turnover. Not only that, but Article 33 dictates that data breaches must be reported to supervisory 

authorities within 72 hours of the company becoming aware of the incident.  

In the US data privacy regulation is also changing. A combination of federal and state-level legislation 

currently covers data privacy and security and requirements vary by state. For example, California and 

Vermont laws require companies to report breaches but also to make changes to their data processing 

practices. However, the idea of stricter federal data privacy legislation is gaining momentum. In July 2018, 

the White House said it was looking forward to working with Congress on “a consumer privacy protection 

policy that strikes an appropriate balance between privacy and prosperity.” 

The onus is already on companies to manage the risks around customer data, but with lawmakers behind 

the curve on data privacy, regulations are unlikely to be relaxed anytime soon. 

Conclusion 

Data is today’s most valuable commodity, but unlike oil or other resources, it is not finite. In fact it is growing 

at an unfathomable rate. The digital and data super cycle in which we find ourselves is rapidly changing 

how consumers, governments and businesses operate.  

As companies seek to collect and monetize ever more granular customer data, the importance of the 

systems protecting it will grow with it. One company’s success relative to another could be determined by 

its data privacy record and standards. Megatrends such as the shift to cloud computing, 5G roll-out and 

government regulation underpin the cyber security space as a critical area of investment for governments, 

corporations and private citizens alike.  

Cyber security fits within the digitization theme identified by Citi Private Bank as one of three unstoppable 

trends in our Outlook 2019 report.   
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Asset Allocation Definitions 

Asset classes Benchmarked against 

Global equities MSCI All Country World Index, which represents 48 developed and emerging equity markets. Index components are 
weighted by market capitalization. 

Global bonds Bloomberg Barclays Capital Multiverse (Hedged) Index, which contains the government -related portion of the Multiverse 
Index, and accounts for approximately 14% of the larger index. 

Hedge funds HFRX Global Hedge Fund Index, which is designed to be representative of the overall composition of the hedge fund 
universe. It comprises all eligible hedge fund strategies; including but not limited to convertible arbitrage, distressed 
securities, equity hedge, equity market neutral, event driven, macro, merger arbitrage and relative value arbitrage. 
The strategies are asset-weighted based on the distribution of assets in the hedge fund industry. 

Commodities Dow Jones-UBS Commodity Index, which is composed of futures contracts on physical commodities traded on US 
exchanges, with the exception of aluminum, nickel and zinc, which trade on the London Metal Exchange (LME). 
The major commodity sectors are represented including energy, petroleum, precious metals, industrial metals, grains, 
livestock, softs, agriculture and ex-energy. 

The Thomson Reuters / Core Commodity Index is designed to provide timely and accurate representation of a long-only, 
broadly diversified investment in commodities through a transparent and disciplined calculation methodology. 

Cash Three-month LIBOR, which is the interest rates that banks charge each other in the international inter-bank market for 
three-month loans (usually denominated in Eurodollars). 

Equities  

Developed market large 
cap 

MSCI World Large Cap Index, which is free-float adjusted and weighted by market capitalization. The index is designed 
to measure the equity market performance of the large cap stocks in 23 developed markets. Large cap is defined as 
stocks representing roughly 70% of each market’s capitalization. 

All Country Ex US MSCI All Country ex US, which is free-float adjusted and weighted by market capitalization. The index is designed to 
measure the equity market performance of the large cap stocks in all countries excluding the US. 

US – S&P 500 Standard & Poor’s 500 Index, which is a capitalization-weighted index that includes a representative sample of 500 
leading companies in leading industries of the US economy. Although the S&P 500 focuses on the large cap segment of 
the market, with over 80% coverage of US equities, it is also an ideal proxy for the total market. 

US – S&P 600 The S&P SmallCap 600 measures the small-cap segment of the U.S. equity market. The index is designed to track 
companies that meet specific inclusion criteria to ensure that they are liquid and financially viable. 

Europe ex UK MSCI Europe ex UK Large Cap Index, which is free-float adjusted and weighted by market capitalization. The index is 
designed to measure large cap stock performance in each of Europe’s developed markets, except for the UK 

Eurozone Euro Stoxx 50 is a stock index of large cap Eurozone stocks. Its aim is to measure the performance of 50 of the largest 
Eurozone domiciled stocks. 

Emerging Markets MSCI Emerging Markets Index, which is free-float adjusted and weighted by market capitalization. The index is designed 
to measure stock performance 24 Emerging Market countries. 

UK The Financial Times Stock Exchange 100 Index, also called the FTSE 100 Index, is a share index of the 100 companies 
listed on the London Stock Exchange with the highest market capitalization. 

Japan Topix is a free-float adjusted market capitalization-weighted index that is calculated based on all the domestic common 
stocks listed on the Tokyo Stock Exchange. The Topix shows the measure of current market capitalization assuming that 
market capitalization as of the base date (January 4 ,1968) is 100 points. 

Asia Pacific  
ex Japan 

MSCI Asia Pacific ex Japan Large Cap Index, which is free-float adjusted and weighted by market capitalization. 
The index is designed to measure the performance of large cap stocks in Australia, Hong Kong, New Zealand 
and Singapore. 

Developed market small 
and mid-cap (SMID) 

MSCI World Small Cap Index, which is a capitalization-weighted index that measures small cap stock performance in 23 
developed equity markets. 

Emerging market MSCI Emerging Markets Index, which is free-float adjusted and weighted by market capitalization. The index is designed 
to measure equity market performance of 22 emerging markets. 

Bonds  

Developed sovereign Citi World Government Bond Index (WGBI), which consists of the major global investment grade government bond 
markets and is composed of sovereign debt, denominated in the domestic currency. To join the WGBI, the market must 
satisfy size, credit and barriers-to-entry requirements. In order to ensure that the WGBI remains an investment grade 
benchmark, a minimum credit quality of BBB–/Baa3 by either S&P or Moody's is imposed. The index is rebalanced 
monthly. 

Emerging sovereign Citi Emerging Market Sovereign Bond Index (ESBI), which includes Brady bonds and US dollar -denominated emerging 
market sovereign debt issued in the global, Yankee and Eurodollar markets, excluding loans. It is composed of debt in 
Africa, Asia, Europe and Latin America. We classify an emerging market as a sovereign with a maximum foreign debt 
rating of BBB+/Baa1 by S&P or Moody's. Defaulted issues are excluded. 

Supranationals Citi World Broad Investment Grade Index (WBIG)—Government Related, which is a subsector of the WBIG. The index 
includes fixed rate investment grade agency, supranational and regional government debt, denominated in the domestic 
currency. The index is rebalanced monthly. 

Corporate 
investment grade 

Citi World Broad Investment Grade Index (WBIG)—Corporate, which is a subsector of the WBIG. The index includes 
fixed rate global investment grade corporate debt within the finance, industrial and utility sectors, denominated in the 
domestic currency. The index is rebalanced monthly. 
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Corporate  
high yield 

Bloomberg Barclays Global High Yield Corporate Index. Provides a broad-based measure of the global high yield fixed 
income markets. It is also a component of the Multiverse Index and the Global Aggregate Index. 

Securitized Citi World Broad Investment Grade Index (WBIG)—Securitized, which is a subsector of the WBIG. The index includes 
global investment grade collateralized debt denominated in the domestic currency, including mortgage -backed 
securities, covered bonds (Pfandbriefe) and asset-backed securities. The index is rebalanced monthly. 

 

Equity Valuation Terms  

Price-to-Earnings (P/E) [Share Price / Earnings per Share], The price-earnings ratio indicates the dollar amount an investor can expect to invest 
in a company in order to receive one dollar of that company’s earnings. 

Earnings per Share 
(EPS) 

[(Net Income – Dividends on Preferred Stock) / Total Outstanding Shares], EPS is the portion of a company’s profit 
allocated to each outstanding share of common stock. 

Price-to-Book (P/B) [Share Price / Book Value per Share], Compares a firm’s market to reported book value of equity 

Return on Equity (ROE) [Net Income / Shareholder’s Equity], ROE is the amount of net income returned as a percentage of shareholders’ equity. 
It is used to measure a corporation’s profitability by revealing how much profit a company generates with money 
shareholders have invested.  

Dividend Yield [Dividends per Share / Price per Share], Indicates how much a company pays out in dividends relative to its share price 

Cyclically-Adjusted 
Price-to-Earnings 
(CAPE) 

A valuation measure that uses real earnings per share over a 10-year period to smooth out fluctuations in corporate 
profits that occur over different periods of a business cycle. Also known as the Shiller P/E ratio. 

 

Other miscellaneous 
definitions 

 

Asset Backed Securities 
(ABS) 

A security whose income payments and hence value are derived from and collateralized (or "backed") by a specified 
pool of underlying assets such as consumer credit card debt or auto loans. 

Commercial Mortgage 
Backed Securities 
(CMBS) 

Commercial mortgage-backed securities (CMBS) are a type of mortgage-backed security that is secured by mortgages 
on commercial properties, instead of residential real estate. 

High Yield Corporate 
Bonds (HY) 

High yield corporate bonds are bonds with a credit rating less than BBB- (S&P) or Baa3 (Moody’s), and are debt 
securities issued by a corporation and sold to investors. The backing for the bond is usually the payment ability of the 
company, which is typically money to be earned from future operations. 

Investment Grade 
Corporate Bonds (IG) 

Investment grade corporate bonds are bonds with a credit rating equal to or above BBB- (S&P) or Baa3 (Moody’s), and 
are debt securities issued by a corporation and sold to investors. The backing for the bond is usually the payment ability 
of the company, which is typically money to be earned from future operations. 

Citi Economic Surprise 
Index (CESI) 

The Citi Economic Surprise Indices measure data surprises relative to market expectations. A positive reading means 
that data releases have been stronger than expected and a negative reading means that data releases have been worse 
than expected. 
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Disclosures 

In any instance where distribution of this communication (“Communication”) is subject to the rules of the US Commodity Futures Trading 
Commission (“CFTC”), this communication constitutes an invitation to consider entering into a derivatives transaction under US CFTC Regulations 
§§ 1.71 and 23.605, where applicable, but is not a binding offer to buy/sell any financial instrument. 

This Communication is prepared by Citi Private Bank (“CPB”), a business of Citigroup, Inc. (“Citigroup”), which provides its clients access to a broad array of 
products and services available through Citigroup, its bank and non-bank affiliates worldwide (collectively, “Citi”). Not all products and services are provided by 
all affiliates, or are available at all locations. 

CPB personnel are not research analysts, and the information in this Communication is not intended to constitute “research”, as that term is defined by 
applicable regulations. Unless otherwise indicated, any reference to a research report or research recommendation is not intended to represent the whole 
report and is not in itself considered a recommendation or research report. 

This Communication is provided for information and discussion purposes only, at the recipient’s request. The recipient should notify CPB 
immediately should it at any time wish to cease being provided with such information. Unless otherwise indicated, (i) it does not constitute an offer or 
recommendation to purchase or sell any security, financial instrument or other product or service, or to attract any funding or deposits, and (ii) it does not 
constitute a solicitation if it is not subject to the rules of the CFTC (but see discussion above regarding communication subject to CFTC rules) and (iii) it is not 
intended as an official confirmation of any transaction. 

Unless otherwise expressly indicated, this Communication does not take into account the investment objectives, risk profile or financial situation of any 
particular person and as such, investments mentioned in this document may not be suitable for all investors. Citi is not acting as an investment or other 
advisor, fiduciary or agent. The information contained herein is not intended to be an exhaustive discussion of the strategies or concepts mentioned herein or 
tax or legal advice. Recipients of this Communication should obtain advice based on their own individual circumstances from their own tax, financial, legal and 
other advisors about the risks and merits of any transaction before making an investment decision, and only make such decisions on the basis of their own 
objectives, experience, risk profile and resources. 

The information contained in this Communication is based on generally available information and, although obtained from sources believed by Citi to be 
reliable, its accuracy and completeness cannot be assured, and such information may be incomplete or condensed. Any assumptions or information contained 
in this Communication constitute a judgment only as of the date of this document or on any specified dates and is subject to change without notice. Insofar as 
this Communication may contain historical and forward looking information, past performance is neither a guarantee nor an indication of future results, and 
future results may not meet expectations due to a variety of economic, market and other factors. Further, any projections of potential risk or return are 
illustrative and should not be taken as limitations of the maximum possible loss or gain. Any prices, values or estimates provided in this Communication (other 
than those that are identified as being historical) are indicative only, may change without notice and do not represent firm quotes as to either price or size, nor 
reflect the value Citi may assign a security in its inventory. Forward looking information does not indicate a level at which Citi is prepared to do a trade and 
may not account for all relevant assumptions and future conditions. Actual conditions may vary substantially from estimates which could have a negative 
impact on the value of an instrument. 

Views, opinions and estimates expressed herein may differ from the opinions expressed by other Citi businesses or affiliates, and are not intended to be a 
forecast of future events, a guarantee of future results, or investment advice, and are subject to change without notice based on market and other conditions. 
Citi is under no duty to update this document and accepts no liability for any loss (whether direct, indirect or consequential) that may arise from any use of the 
information contained in or derived from this Communication. 

Investments in financial instruments or other products carry significant risk, including the possible loss of the principal amount invested. Financial instruments 
or other products denominated in a foreign currency are subject to exchange rate fluctuations, which may have an adverse effect on the price or value of an 
investment in such products. This Communication does not purport to identify all risks or material considerations which may be associated with entering into 
any transaction. 

Structured products can be highly illiquid and are not suitable for all investors. Additional information can be found in the disclosure documents of the issuer 
for each respective structured product described herein. Investing in structured products is intended only for experienced and sophisticated investors who are 
willing and able to bear the high economic risks of such an investment. Investors should carefully review and consider potential risks before investing. 

OTC derivative transactions involve risk and are not suitable for all investors. Investment products are not insured, carry no bank or government guarantee 
and may lose value. Before entering into these transactions, you should: (i) ensure that you have obtained and considered relevant information from 
independent reliable sources concerning the financial, economic and political conditions of the relevant markets; (ii) determine that you have the necessary 
knowledge, sophistication and experience in financial, business and investment matters to be able to evaluate the risks involved, and that you are financially 
able to bear such risks; and (iii) determine, having considered the foregoing points, that capital markets transactions are suitable and appropriate for your 
financial, tax, business and investment objectives. 

This material may mention options regulated by the U.S. Securities and Exchange Commission. Before buying or selling options you should obtain and review 
the current version of the Options Clearing Corporation booklet, Characteristics and Risks of Standardized Options. A copy of the booklet can be obtained 
upon request from Citigroup Global Markets Inc., 390 Greenwich Street, 3rd Floor, New York, NY 10013 or by clicking the following links:  

http://www.theocc.com/components/docs/riskstoc.pdf and http://www.theocc.com/components/docs/about/publications/november_2012_supplement.pdf and 
www.theocc.com/components/docs/about/publications/october_2018_supplement.pdf 

If you buy options, the maximum loss is the premium. If you sell put options, the risk is the entire notional below the strike. If you sell call options, the risk is 
unlimited. The actual profit or loss from any trade will depend on the price at which the trades are executed. The prices used herein are historical and may not 
be available when you order is entered. Commissions and other transaction costs are not considered in these examples. Option trades in general and these 
trades in particular may not be appropriate for every investor. Unless noted otherwise, the source of all graphs and tables in this report is Citi. Because of the 
importance of tax considerations to all option transactions, the investor considering options should consult with his/her tax advisor as to how their tax situation 
is affected by the outcome of contemplated options transactions. 

None of the financial instruments or other products mentioned in this Communication (unless expressly stated otherwise) is (i) insured by the Federal Deposit 
Insurance Corporation or any other governmental authority, or (ii) deposits or other obligations of, or guaranteed by, Citi or any other insured depository 
institution. 

Citi often acts as an issuer of financial instruments and other products, acts as a market maker and trades as principal in many different financial instruments 
and other products, and can be expected to perform or seek to perform investment banking and other services for the issuer of such financial instruments or 
other products. The author of this Communication may have discussed the information contained therein with others within or outside Citi, and the author 
and/or such other Citi personnel may have already acted on the basis of this information (including by trading for Citi's proprietary accounts or communicating 
the information contained herein to other customers of Citi). Citi, Citi's personnel (including those with whom the author may have consulted in the preparation 
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of this communication), and other customers of Citi may be long or short the financial instruments or other products referred to in this Communication, may 
have acquired such positions at prices and market conditions that are no longer available, and may have interests different from or adverse to your interests. 

IRS Circular 230 Disclosure: Citi and its employees are not in the business of providing, and do not provide, tax or legal advice to any taxpayer outside Citi. 
Any statement in this Communication regarding tax matters is not intended or written to be used, and cannot be used or relied upon, by any taxpayer for the 
purpose of avoiding tax penalties. Any such taxpayer should seek advice based on the taxpayer’s particular circumstances from an independent tax advisor. 

Neither Citi nor any of its affiliates can accept responsibility for the tax treatment of any investment product, whether or not the investment is purchased by a 
trust or company administered by an affiliate of Citi. Citi assumes that, before making any commitment to invest, the investor and (where applicable, its 
beneficial owners) have taken whatever tax, legal or other advice the investor/beneficial owners consider necessary and have arranged to account for any tax 
lawfully due on the income or gains arising from any investment product provided by Citi. 

This Communication is for the sole and exclusive use of the intended recipients, and may contain information proprietary to Citi which may not be reproduced 
or circulated in whole or in part without Citi’s prior consent. The manner of circulation and distribution may be restricted by law or regulation in certain 
countries. Persons who come into possession of this document are required to inform themselves of, and to observe such restrictions. Citi accepts no liability 
whatsoever for the actions of third parties in this respect. Any unauthorized use, duplication, or disclosure of this document is prohibited by law and may result 
in prosecution. 

Other businesses within Citigroup Inc. and affiliates of Citigroup Inc. may give advice, make recommendations, and take action in the interest of their clients, 
or for their own accounts, that may differ from the views expressed in this document. All expressions of opinion are current as of the date of this document and 
are subject to change without notice. Citigroup Inc. is not obligated to provide updates or changes to the information contained in this document. 

The expressions of opinion are not intended to be a forecast of future events or a guarantee of future results. Past performance is not a guarantee of future 
results. Real results may vary. 

Although information in this document has been obtained from sources believed to be reliable, Citigroup Inc. and its affiliates do not guarantee its accuracy or 
completeness and accept no liability for any direct or consequential losses arising from its use. Throughout this publication where charts indicate that a third 
party (parties) is the source, please note that the attributed may refer to the raw data received from such parties. No part of this document may be copied, 
photocopied or duplicated in any form or by any means, or distributed to any person that is not an employee, officer, director, or authorized agent of the 
recipient without Citigroup Inc.’s prior written consent. 

Citigroup Inc. may act as principal for its own account or as agent for another person in connection with transactions placed by Citigroup Inc. for its clients 
involving securities that are the subject of this document or future editions of the Quadrant. 

Bonds are affected by a number of risks, including fluctuations in interest rates, credit risk and prepayment risk. In general, as prevailing interest rates rise, 
fixed income securities prices will fall. Bonds face credit risk if a decline in an issuer’s credit rating, or creditworthiness, causes a bond’s price to decline. High 
yield bonds are subject to additional risks such as increased risk of default and greater volatility because of the lower credit quality of the issues. Finally, bonds 
can be subject to prepayment risk. When interest rates fall, an issuer may choose to borrow money at a lower interest rate, while paying off its previously 
issued bonds. As a consequence, underlying bonds will lose the interest payments from the investment and will be forced to reinvest in a market where 
prevailing interest rates are lower than when the initial investment was made. 

 

(MLP’s) - Energy Related MLPs May Exhibit High Volatility.  While not historically very volatile, in certain market environments Energy Related MLPS may exhibit 
high volatility. 

Changes in Regulatory or Tax Treatment of Energy Related MLPs.  If the IRS changes the current tax treatment of the master limited partnerships included in 
the Basket of Energy Related MLPs thereby subjecting them to higher rates of taxation, or if other regulatory authorities enact regulations which negatively affect 
the ability of the master limited partnerships to generate income or distribute dividends to holders of common units, the return on the Notes, if any, could be 
dramatically reduced. Investment in a basket of Energy Related MLPs may expose the investor to concentration risk due to industry, geographical, political, and 
regulatory concentration.+ 

Real Estate Investment Trusts (REITs) are subject to special risk considerations similar to those associated with the direct ownership of real estate. Real estate 
valuations may be subject to factors such as changing general and local economic, financial, competitive, and environmental conditions. REITs may not be 
suitable for every investor. Dividend income from REITs will generally not be treated as qualified dividend income and therefore will not be eligible for reduced 
rates of taxation. 

Mortgage-backed securities ("MBS"), which include collateralized mortgage obligations ("CMOs"), also referred to as real estate mortgage investment conduits 
("REMICs"), may not be suitable for all investors. There is the possibility of early return of principal due to mortgage prepayments, which can reduce expected 
yield and result in reinvestment risk. Conversely, return of principal may be slower than initial prepayment speed assumptions, extending the average life of 
the security up to its listed maturity date (also referred to as extension risk). 
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Additionally, the underlying collateral supporting non-Agency MBS may default on principal and interest payments. In certain cases, this could cause the 
income stream of the security to decline and result in loss of principal. Further, an insufficient level of credit support may result in a downgrade of a mortgage 
bond's credit rating and lead to a higher probability of principal loss and increased price volatility. Investments in subordinated MBS involve greater credit risk 
of default than the senior classes of the same issue. Default risk may be pronounced in cases where the MBS security is secured by, or evidencing an interest 
in, a relatively small or less diverse pool of underlying mortgage loans. 

MBS are also sensitive to interest rate changes which can negatively impact the market value of the security. During times of heightened volatility, MBS can 
experience greater levels of illiquidity and larger price movements. Price volatility may also occur from other factors including, but not limited to, prepayments, 
future prepayment expectations, credit concerns, underlying collateral performance and technical changes in the market. 

Alternative investments referenced in this report are speculative and entail significant risks that can include losses due to leveraging or other speculative 
investment practices, lack of liquidity, volatility of returns, restrictions on transferring interests in the fund, potential lack of diversification, absence of 
information regarding valuations and pricing, complex tax structures and delays in tax reporting, less regulation and higher fees than mutual funds and advisor 
risk.  

Asset allocation does not assure a profit or protect against a loss in declining financial markets.  

The indexes are unmanaged. An investor cannot invest directly in an index. They are shown for illustrative purposes only and do not represent the 
performance of any specific investment. Index returns do not include any expenses, fees or sales charges, which would lower performance.  

Past performance is no guarantee of future results. 

International investing entails greater risk, as well as greater potential rewards compared to US investing. These risks include political and economic 
uncertainties of foreign countries as well as the risk of currency fluctuations. These risks are magnified in countries with emerging markets, since these 
countries may have relatively unstable governments and less established markets and economics. 

Investing in smaller companies involves greater risks not associated with investing in more established companies, such as business risk, significant stock 
price fluctuations and illiquidity.  

Factors affecting commodities generally, index components composed of futures contracts on nickel or copper, which are industrial metals, may be subject to 
a number of additional factors specific to industrial metals that might cause price volatility. These include changes in the level of industrial activity using 
industrial metals (including the availability of substitutes such as manmade or synthetic substitutes); disruptions in the supply chain, from mining to storage to 
smelting or refining; adjustments to inventory; variations in production costs, including storage, labor and energy costs; costs associated with regulatory 
compliance, including environmental regulations; and changes in industrial, government and consumer demand, both in individual consuming nations and 
internationally. Index components concentrated in futures contracts on agricultural products, including grains, may be subject to a number of additional factors 
specific to agricultural products that might cause price volatility. These include weather conditions, including floods, drought and freezing conditions; changes 
in government policies; planting decisions; and changes in demand for agricultural products, both with end users and as inputs into various industries. 

The information contained herein is not intended to be an exhaustive discussion of the strategies or concepts mentioned herein or tax or legal advice. Readers 
interested in the strategies or concepts should consult their tax, legal, or other advisors, as appropriate.   

Diversification does not guarantee a profit or protect against loss.  Different asset classes present different risks.   

Citi Private Bank is a business of Citigroup Inc. (“Citigroup”), which provides its clients access to a broad array of products and services available through 
bank and non-bank affiliates of Citigroup. Not all products and services are provided by all affiliates or are available at all locations. In the U.S., investment 
products and services are provided by Citigroup Global Markets Inc. (“CGMI”), member FINRA and SIPC, and Citi Private Advisory, LLC (“Citi Advisory”), 
member FINRA and SIPC. CGMI accounts are carried by Pershing LLC, member FINRA, NYSE, SIPC. Citi Advisory acts as distributor of certain alternative 
investment products to clients of Citi Private Bank.  CGMI, Citi Advisory and Citibank, N.A. are affiliated companies under the common control of Citigroup.  

Outside the U.S., investment products and services are provided by other Citigroup affiliates. Investment Management services (including portfolio 
management) are available through CGMI, Citi Advisory, Citibank, N.A. and other affiliated advisory businesses. These Citigroup affiliates, including Citi 
Advisory, will be compensated for the respective investment management, advisory, administrative, distribution and placement services they may provide.  

In Hong Kong, this document is issued by CPB operating through Citibank, N.A., Hong Kong branch, which is regulated by the Hong Kong Monetary Authority. 
Any questions in connection with the contents in this document should be directed to registered or licensed representatives of the aforementioned entity. In 
Singapore, this document is issued by CPB operating through Citibank, N.A., Singapore branch, which is regulated by the Monetary Authority of Singapore. 
Any questions in connection with the contents in this document should be directed to registered or licensed representatives of the aforementioned entity. To 
the extent this document is provided to clients who are booked and/or managed in Hong Kong: No other statement(s) in this document shall operate to 
remove, exclude or restrict any of your rights or obligations of Citibank under applicable laws and regulations. Citibank, N.A., Hong Kong Branch does not 
intend to rely on any provisions herein which are inconsistent with its obligations under the Code of Conduct for Persons Licensed by or Registered with the 
Securities and Futures Commission, or which mis-describes the actual services to be provided to you.  

Citibank, N.A. is incorporated in the United States of America and its principal regulators are the US Office of the Comptroller of Currency and Federal 
Reserve under US laws, which differ from Australian laws. Citibank, N.A. does not hold an Australian Financial Services Licence under the Corporations Act 
2001 as it enjoys the benefit of an exemption under ASIC Class Order CO 03/1101 (remade as ASIC Corporations (Repeal and Transitional) Instrument 
2016/396 and extended by ASIC Corporations (Amendment) Instrument 2018/807). 

In the United Kingdom, Citibank N.A., London Branch (registered branch number BR001018), Citigroup Centre, Canada Square, Canary Wharf, London, E14 
5LB, is authorised and regulated by the Office of the Comptroller of the Currency (USA) and authorised by the Prudential Regulation Authority. Subject to 
regulation by the Financial Conduct Authority and limited regulation by the Prudential Regulation Authority. Details about the extent of our regulation by the 
Prudential Regulation Authority are available from us on request. The contact number for Citibank N.A., London Branch is +44 (0)20 7508 8000. 

Citibank Europe plc is regulated by the Central Bank of Ireland. It is authorised by the Central Bank of Ireland and by the Prudential Regulation Authority. It is 
subject to supervision by the Central Bank of Ireland, and subject to limited regulation by the Financial Conduct Authority and the Prudential Regulation 
Authority. Details about the extent of our authorisation and regulation by the Prudential Regulation Authority, and regulation by the Financial Conduct Authority 
are available from us on request. Citibank Europe plc, UK Branch is registered as a branch in the register of companies for England and Wales with registered 
branch number BR017844. Its registered address is Citigroup Centre, Canada Square, Canary Wharf, London E14 5LB. VAT No.: GB 429 6256 29.  

Citibank Europe plc is registered in Ireland with number 132781, with its registered office at 1 North Wall Quay, Dublin 1. Citibank Europe plc is regulated by 
the Central Bank of Ireland. Ultimately owned by Citigroup Inc., New York, USA. 

In Jersey, this document is communicated by Citibank N.A., Jersey Branch which has its registered address at PO Box 104, 38 Esplanade, St Helier, Jersey 
JE4 8QB. Citibank N.A., Jersey Branch is regulated by the Jersey Financial Services Commission. Citibank N.A. Jersey Branch is a participant in the Jersey 
Bank Depositors Compensation Scheme. The Scheme offers protection for eligible deposits of up to £50,000. The maximum total amount of compensation is 
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capped at £100,000,000 in any 5 year period. Full details of the Scheme and banking groups covered are available on the States of Jersey website 
www.gov.je/dcs, or on request. 

In Canada, Citi Private Bank is a division of Citibank Canada, a Schedule II Canadian chartered bank. Certain investment products are made available 
through Citibank Canada Investment Funds Limited (“CCIFL”), a wholly owned subsidiary of Citibank Canada. Investment Products are subject to investment 
risk, including possible loss of principal amount invested. Investment Products are not insured by the CDIC, FDIC or depository insurance regime of any 
jurisdiction and are not guaranteed by Citigroup or any affiliate thereof. 

CCIFL is not currently a member, and does not intend to become a member of the Mutual Fund Dealers Association of Canada (“MFDA”); consequently, 
clients of CCIFL will not have available to them investor protection benefits that would otherwise derive from membership of CCIFL in the MFDA, including 
coverage under any investor protection plan for clients of members of the MFDA. 

This document is for information purposes only and does not constitute an offer to sell or a solicitation of an offer to buy any securities to any person in any 
jurisdiction. The information set out herein may be subject to updating, completion, revision, verification and amendment and such information may change 
materially. 

Citigroup, its affiliates and any of the officers, directors, employees, representatives or agents shall not be held liable for any direct, indirect, incidental, special, 
or consequential damages, including loss of profits, arising out of the use of information contained herein, including through errors whether caused by 
negligence or otherwise. 

© 2019 Citigroup Inc. All rights reserved. Citi, Citi and Arc Design and other marks used herein are service marks of Citigroup Inc. or its affiliates, used and 
registered throughout the world.
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