To Whom It May Concerns:
B4

Pursuant to the Personal Information Protection Law of the People’s Republic of China and
other relevant laws and regulations, this consent letter (the “Letter”) is hereby issued to inform
you of, and obtain your separate consent for, the cross-border transfer of personal information
generated from your communications on the Tencent WeChat platform with Relationship
Managers and/or Bankers of relevant Citigroup entities (collectively referred to as "Citi") via
the WeCom account registered by Citi's affiliate, Citigroup Services and Technology (China)
Limited (“CSTC”) in accordance with the Citi WeChat Terms of Use. By providing this separate
consent, you expressly agree that CSTC, Citibank China Company Limited (as it relates to
banking business) and the relevant overseas recipients of Citi may carry out the cross-border
transfer of your relevant personal information.
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1 Basic Information on Cross-Border Data Transfer

— BRRBEAWALRZL

(a) Overseas Data Recipients
1. SINRIRIEA T

Citi Overseas Data Recipient may include Citi’'s overseas affiliated entities and overseas
compliance and archiving systems, including namely, Citigroup Technology Infrastructure
(Hong Kong) Limited, located in Hong Kong. Subsequently, the data will be sub-transferred to
Citibank N.A., with headquarters located in New York City, USA.
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We ensure data protection standards are met either by executing the Standard Contractual
Clauses (SCC) formulated by the Cybersecurity Administration of China or filing the Security
Assessment application to the same, as applicable.
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(b) Contact Information
2. BEF X

CLIENTSERVICE.CTIHK@CITI.COM

(c) Data Processing Purpose
3. RELEBH

As a global financial institution, Citi is subject to applicable laws and requirements including
anti-money laundering, risk management, audit and other requirements imposed by regulators
in multiple jurisdictions. The transferred data is ingested, transferred and archived for the
purpose of complying with Citi’s internal compliance obligations and policies, including
monitoring and surveillance, to comply with applicable legal and regulatory obligations. It is
essential for financial institutions such as Citi to maintain supervision and review of all
communications, as this is required to identify potential misconduct such as insider trading or
market misconduct and to enable Citi to maintain sound risk management and internal control
frameworks. Such data transfers are limited to the minimum scope necessary to achieve these
purposes and are conducted in accordance with the principle of necessity and proportionality.
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(i)  Operational Resilience: Robust surveillance frameworks, specifically
encompassing the monitoring of electronic communications such as chat records,
are imperative for Citi to effectively identify, deter, and prevent employee
misconduct and regulatory non-compliance. The absence of such comprehensive
oversight directly exposes the financial institution to exacerbated compliance
vulnerabilities and an elevated risk profile. Critically, any impediment to accessing
these essential communication records could precipitate significant institutional
repercussions and penalties, particularly given that the U.S. parent entity operates
within a highly regulated environment demanding consistent and unified internal
compliance adherence.

(1) BEMME: RAWKIRER, HHRFENHRCEE LT ARG LI, FTHE
HARA . M RGRER I RS ITARREENITHELETS, S ELrBLE
B B4 S Bk o Rk AL B s A B 09 A HLIE R e B0 KRGk M, FAEAE T, AT


mailto:CLIENTSERVICE.CTIHK@CITI.COM

(ii)

(2)

(iif)

3)

AT IR IR Bl Z AR AT KA AT A AR YT AL 5] A & K a9t g RA&L 3], 4541 2% 55
(EENERATEEHTRTES, ZRETFT -HELLE - AREGFE,

Regulatory Compliance: Regulations of jurisdictions where Citi operates mandate
that all records be maintained in a true, complete, and immutable format,
specifically non-rewritable and non-erasable, or alternatively, within a time-
stamped audit-trail that ensures prompt accessibility.
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Usage Restriction: Please be assured that the archived data is strictly limited to
legal, regulatory, and internal quality assurance purposes. It will NOT be used for
marketing, user profiling, or any other unrelated commercial purposes.
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(d) Data Processing Method

4. HI|LET X

The following section details Citi's robust and controlled protocol for the lifecycle management
of electronic communications data, specifically pertaining to WeCom/WeChat, in furtherance
of its regulatory reporting obligations and internal compliance framework.
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(i)

(1)

Data Collection: Citi systematically collects WeCom/WeChat conversation data
through a designated and authorized third-party vendor. This vendor is mandated
to retrieve the data directly from the Tencent WeCom platform utilizing Tencent’s
proprietary Application Programming Interface (API). All collection activities are
executed in strict adherence to Citi’s precise instructions and established technical
specifications, thereby ensuring data integrity and an auditable chain of custody
from the point of origin.
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(ii)

(2)

(iii)

3)

(4)

®)

Data Storage: WeCom/WeChat data will first be securely provisioned to a
dedicated data center located in Hong Kong. This interim storage serves the
singular, explicit purpose of facilitating its secure and efficient transmission.
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Data Use: Citi employs the processed WeCom/WeChat data to discharge its
mandated internal compliance obligations and to uphold its internal policies and
procedures. This scope of use encompasses, but is not limited to, proactive
communication monitoring, comprehensive surveillance activities, and the
imperative to ensure stringent adherence to all applicable laws and regulations. It
is critical to note that the integrity of the original data is preserved, remaining
unaltered, and is not utilized for any purpose tangential or unrelated to Citi's
legitimate compliance requirements.
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Data Processing: All data processing activities are conducted in full conformance
with Citi's records management policies and all relevant data retention policies. In
instances where predefined escalation events are triggered, Citi rigorously adheres
to its established internal compliance escalation model, initiating further
appropriate processing, review, and action.
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Data Transmission: The transmission pathway for relevant WeCom/WeChat data
is executed through a secure process, aligned with industry security standards.
Data is initially transferred from the WeCom platform within mainland China to an
Internet Content Provider (ICP) validated proxy service, also situated in China.
Following this secure transit, the data is transmitted to the aforementioned Hong
Kong data center. Subsequently, the data will be sub-transferred to Citibank N.A.,
with headquarters located in New York City, USA.
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(vi) Data Provision: Citi retains absolute and exclusive control over the provision of this
data to any external third party. Under no circumstances is any third party
authorized to disclose, disseminate, or provide this data to another entity without
Citi’s explicit, documented, and prior written instruction. This stringent control
mechanism ensures that all data sharing is rigorously managed, authorized, and
auditable at the highest internal level.
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(vii) Data Deletion: WeCom/WeChat data temporarily residing in interim storage, prior
to its successful ingestion into Citi's U.S. data centers, is subject to a maximum
retention period of 365 days. Upon the expiration of this defined period, the data is
systematically and irrevocably deleted from such interim storage.
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(e) Type of Personal Information
5. MR E&EMHRX

Including but not limited to Client/user’s WeChat username, WeChat ID, WeChat profile picture,
WeChat chatroom, date and time of message sent, and message content provided by you
during communications.
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Please note that, the chat content may contain Sensitive Personal Information such as your
and/or relevant individuals’ bank account number, deposit information (including amount,
payment/receipt records), ID card photos or passport photos. Unauthorized access or
leakage could result in financial fraud, identity theft, or compromised privacy. To mitigate such
risks, we utilize industry standard encryption mechanisms such as Advanced Encryption
Standards (AES) to encrypt the data stored and Transport Layer Security (TLS) 1.2 to provide
secure communications for all connectivity across systems. All information at Citi is classified
according to its content, which determines access, authentication, encryption standards,
handling and control requirement in order to be properly protected, which adheres to Citi
Information Security Standard. Citi will also retain the data following Citi's records management
policies.
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(f) Method and Procedure to Exercise Rights
6. AT 7 X RIRAR

Please be informed that, as we rely on the PRC Standard Contractual Clauses (SCC) for the
cross-border transfer of your and/or relevant individuals’ personal information, you and/or
relevant individuals are designated as a third-party beneficiary under the SCC executed
between us and the Overseas Recipient(s). If you and/or relevant individuals do not explicitly
reject this designation within thirty days, you and/or relevant individuals shall be entitled to
exercise the rights of a third-party beneficiary in accordance with the SCC.
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Matters not covered in this letter, including personal information processing rules, rights and
obligations, and method and procedure to exercise those rights, shall be subject to Citi's
Personal Information Protection Policy (for Citi WeCom). You may refer to the Appendix to this
letter for details.
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Depending on your actual wealth management service provider, you may exercise your rights
directly against the Overseas Recipient via the channels below and contact your Relationship
Managers and/or Bankers of Citi: CLIENTSERVICE.CTIHK@CITI.COM
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2 Consent and Acknowledgement
=. R&ELHA
[J Ihave fully read and clearly understood all the contents of this letter (including the Citi’s

Personal Information Protection Policy (for Citi WeCom), which constitutes an integral
part of this letter), and am aware of the purpose, scope, overseas recipients and
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relevant rights and obligations of the cross-border transfer of personal information. |
voluntarily, explicitly and separately consent to Citi transferring the relevant personal
information of myself generated from communications via WeCom/WeChat to overseas
recipient Citigroup Technology Infrastructure (Hong Kong) Limited and Citibank, N.A,,
and Citi processing such information in accordance with applicable laws and Citi’s
Personal Information Protection Policy (for Citi WeCom).
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(If applicable) | undertake that, regarding any personal information of other individuals
that | provide to Citi in the course of communicating with Citi via WeCom/WeChat, |
have duly informed such individuals of the purposes, scope and related rights
concerning Citi’s processing and cross-border transfer of such personal information,
and have obtained their separate consent in accordance with applicable laws.

(dm & B) AAKRGE, sLAAEBL S WHAE/RIE 5 AR AT B R TAL F & LR
M B RAAAR &, AANCIREHAREATmHEAZFRE LAY, EH
BARKBAVEFiZ AR, HCRFLERRAE,

| acknowledge that: | may withdraw this consent at any time, however, such withdrawal
shall not affect the legality of the personal information processing activities conducted
prior to the withdrawal.
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APPENDIX: CITI’'S PERSONAL INFORMATION PROTECTION POLICY (FOR CITI WECOM)
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Personal Information Protection Policy

[For Citi WeCom]
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The Personal Information Protection Policy ("this Policy") applies only to individuals
based in The People’s Republic of China (referred to here in this Policy as “China
Data Subject’” or “you” or “your”’) who use the Tencent WeChat platform
(“Communication Platform”) to communicate with Relationship Managers and/or
Bankers of Citibank (Hong Kong) Limited, Citibank (Singapore) Limited, Citibank,
N.A., Hong Kong Branch (organized under the laws of U.S.A. with limited liability)
and/or Citibank N.A Singapore Branch, and other Citigroup entities (collectively
referred to as "Citi" or "We") in accordance with the Citi WeCom Terms of Use (“Citi
Terms”).
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Please carefully read this Policy and ensure you understand that we will handle your
personal information in accordance with the principles of clear purpose, consistency
of rights and responsibilities, minimization & necessity and security. If you have any
questions, please contact your banker for further assistance or send an email to the
following email addresses or call the designated hotlines below.
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SG Citigold & Citi Private Client (CG-CPC (BNt i & K K ACTEFA NI & & H %
F1): customerservice@citibank.com.sg and
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customerservice@info.ipb.citibank.com.sg (International Personal Bank Clients /
[ B AL A ERAT)

HK CG-CPC (F i {EiE 4~ &AL NI S E B4 ') hotline #v4k Hi1ii: +852 2860
0111

APAC CPB (I KAEEFA NER1T %5 F): cpbclientenquiry@citi.com

This Policy will help you understand the following:
RBCRRH B I TRELL T A
1.  How we may collect and use your personal information

2. How we may conduct entrusted processing of, share, transfer, and publicly
disclose your personal information

3. How we store and protect your personal information
4. Your rights

5. How we protect the information of children or minors
6. How your personal information is transferred globally
7. How we update this Policy

8. How to contact us

9. Miscellaneous

1. BATAOAT SRS A A A B

2. BATITZRFRAIE., LE HAERATFHEEERNANE L
3. BATFTAEREFI ORI R A NE B

4. HIBCH
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6. RN NE BT e R ERVE 3 2

7. ARBURAAE

8.tk R AT

9. HAh

We understand the importance of personal information to you and will do our utmost
to protect your personal information. We are committed to abide by the following
principles to protect your personal information: the principle of consistency of rights
and responsibilities, the principle of clear purpose, the principle of minimization &
necessity, the principle of security, the principle of subject participation, the principle
of openness and transparency, etc. At the same time, we promise that we will take
appropriate security measures to protect your personal information in accordance
with the industry's mature security standards.
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Please read and understand this Policy carefully before using the Communication
Platform.
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For the clauses on personal sensitive information in this Policy that we consider to
be materially related to your rights and interests, we've marked them in bold to draw
your special attention.
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The terms listed below shall have the meaning designated:
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Personal information refers to various information recorded electronically or
otherwise that can identify a specific natural person or reflect the activity of a
particular natural person, either alone or in combination with other information.
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The Personal information may include: Personal Identity Information (ID card,
military officer ID, passport, driver's license, work permit, access permit, social
security card, residence permit, etc.), Personal Property Information (Bank
accounts, authentication information (passwords), deposit information (including
amount, payment/receipt records, etc.), property information, credit records, credit
information, transaction and consumption records, transaction history, etc., as well
as virtual currency, virtual transactions, game redemption codes, and other virtual
property information.), Personal Communication Information (Communication
records and content, SMS, MMS, emails, and data describing personal
communication (commonly referred to as metadata), etc.), and Network
Identification Information (account of personal information subject, IP address, and
personal digital certificate, etc.)
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Personal sensitive information refers to personal information that, once leaked,
illegally provided or abused, may endanger personal and property safety, and easily
lead to personal reputation, physical and mental health damage, or discriminatory
treatment, etc..
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Personal Sensitive Information may include: Financial Account Information (Bank
account number, deposit information (including amount, payment/receipt records)),
and other sensitive personal information (ID card photos, passport photos.
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1. How we collect and use your personal
information
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This Policy should be read together with the Citi Terms. Please kindly note
that in accordance with the Citi Terms, Citi does not conduct business in the
People’s Republic of China through Communication Platform. For your
security, please avoid sharing sensitive personal information via
Communication Platform and you should not disclose personal information
other than your WeChat username, WeChat ID, WeChat profile picture, WeChat
chatroom, date and time of message sent, and message content when using
the Communication Platform.
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1.1 How we collect your personal information
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When you use the Communication Platform, communication between you and Citi
should be limited to communication and administrative purposes only and should
not be used to offer financial advice, process transactions, or provide financial
products or services. Communication Platform cannot be used to update your
personal details with Citi as well. Communication Platform has no transaction
capabilities. . If you would like to discuss financial services or products, or carry out
transactions, kindly contact Citi offshore through official channels.
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Other than on the Communication Platform, Citi collects your information only
outside of China in accordance with the account terms and conditions you have
agreed to with the relevant booking center(s) you have opened accounts with.
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If any sensitive personal information such as your bank account number, credit
card number, deposit information (including amount, payment/receipt
records, etc.), ID card information, or passport information is collected by us,
we will, in accordance with the requirements of applicable laws, inform you of the
processing purpose and method and other contents that need to be informed
according to the law, regarding your sensitive personal information collected by us,
and seek your separate consent thereof.
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1.2 How we use your personal information
(=) BATAERERANANE R

We may use any personal information collected in the use of Communication
Platform, for the processing purpose of, among others, complying with Citi’s internal
compliance policies, including monitoring and surveillance purposes, in accordance



with the provisions of this Policy, and to provide or improve the functions of our
services.
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1 During the period of services, you authorize us to continuously collect and use
your information. When you deregister the services, we will stop collecting personal
information related to you, but we may continue to use collected personal
information under certain circumstances such as business filing, auditing, regulatory
assistance, and fulfilling anti-money laundering and sanctions requirements.
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2 If we use the information for other purposes which are not stated in this Policy,
we will seek your consent in advance.
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3 If we use the information collected for a specific purpose for other purposes, we
will seek your consent in advance.
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1.3 Exceptions
(=) R E RIS

In accordance with the relevant laws, regulatory requirements, and national
standards, we may process your personal information without seeking your separate
consent or consent in any of the following circumstances:
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1 Necessary for Citi to perform its statutory duties or obligations.
NAETE JEATVE 78 HA ST B VR T8 LS5 T b /3 o
2 Necessary to respond to public health emergencies, or to protect the life, health
and property safety of natural persons in emergencies.
RN RAKASE AR, B3 BGRB8 A= i g BRI 7 22 4
ST
3 Collect or use personal information that has been willingly disclosed to the public
by you.
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4 Collect or use personal information received & generated from legally and
publicly disclosed information, such as legitimate news reports, government
information publication or other channels.
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5 Necessary for entering and performing contract(s) according to your instructions.
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6 Necessary for maintaining secure and stable operation of our products or
services, such as to detect, handle fraud in or misappropriation of the products
and services.
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2. How we do entrusted processing of, share,
transfer, and publicly disclose your personal
information.
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2.1 Entrusted processing

(—) Zfeib#E

Citi entrusts third-party suppliers to provide support for some of our operations or
global businesses. The entrusted activity will not exceed the scope of the agreed
processing purpose or method.
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For the third party entrusted by Citi, we will carry out the personal information
security impact assessment and sign a contract with the third party, we will require
the third party to process your personal information in accordance with laws and
regulations, including this policy and other confidentiality and security requirements
of Citi, and supervise the third party. Once it is found that the third party fails to
process personal information in accordance with the entrusted requirements or fails
to effectively fulfill the responsibility of personal information security protection, we



will take or request the third party to take effective remedial measures to control or
eliminate the security risks faced by personal information. When necessary, we will
terminate the business relationship with the third party and require the third party to
delete the personal information obtained from us in a timely manner.
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When required by applicable laws and regulations, regarding our provision of your
personal information to third parties, we will inform you of the relevant matters
including the name and contact information of the personal information recipient, the
processing purpose, processing method and type of personal information, and
obtain your separate consent thereof.
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2.2 Sharing
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We do not share your personal information with any company, organization, or
individuals, with the following exceptions:

1 Share upon your explicit consent: We will share your personal information with
other parties after obtaining your explicit consent.

2 We may share your personal information to comply with laws and regulations or
mandatory requirements from governmental authorities.

3 We may share your personal information with third parties for the following
purposes:

a) We will only share necessary personal information, and the related parties will
be bound by the stated purpose in this Policy. If there is any change in the purpose
of processing personal information, we will ensure we again seek your authorization
and consent.

b) Sharing with our partners and third parties for the purpose of business
processing or providing services, document storage and retrieving business.
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We may disclose your personal information to suppliers and other partners who
support our business to ensure the smooth completion of the services provided to
you. However, we will only share your personal information for legal, legitimate
necessary, specific, and clear purposes, and will only share personal
information necessary to provide services. Our partners have no right to use the
shared personal information for any other purpose.
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If we share your personal information with third-party(ies) for above purposes, we
will request, in written agreement, that the above information is processed in
accordance with applicable laws, regulations, personal information protection or
privacy policy(ies) and other confidentiality and security requirements to safeguard
your information security.

ARATA R S =770 2 EHE R, JRATRE R i pr s 2R 1% 5 =5 %/
& PEANE M NG B R B R B DA S A R A 22 e BESR AL B EIRAE R
PAORBS S 015 2 2 4

2.3 Transfer
(=) ik
We will not transfer your personal information to any company, organization, or

individuals except in the following cases:

1. After obtaining your consent.



2. In the case of mergers, acquisitions, or bankruptcy liquidation, if it involves
transfer of personal information, we will request the new company or
organization, which holds your personal information, to be bound by this Policy.
Otherwise, we will ask the new company or organization to resolicit your
authorization.
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2.4 Public disclosure
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We will only publicly disclose your personal information under the following
circumstances:

1. Obtain your separate consent in advance.

2. Disclosure based on law: We may publicly disclose your personal information in
the event of mandatory requirement of legal, legal procedure, litigation, or
governmental agencies.
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3. How we store and protect your personal
information
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3.1 Storage
(—) 77k



We will only retain your personal information within the minimum period required by
laws and regulations including anti-money laundering and sanction rules if
applicable, and within the minimum period necessary for achieving the aim stated in
this Policy. Upon expiration of the retention period, we will delete or anonymize your
information. When it is technically difficult to conduct deletion or anonymization, Citi
will try its best to stop processing except for storage and taking necessary security
protection measures.
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3.2 Protection
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1. We have used industry-standard security measures to protect the personal
information you provide to prevent unauthorized access, public disclosure, use,
modification, damage or loss of data. We will take all reasonable and feasible actions
to protect your personal information. We also provide https secure browsing for Citi
websites; we use encryption to ensure data confidentiality; we will use trusted
protection mechanisms to protect against malicious attacks; we deploy access
control mechanisms to ensure that only authorized personnel have access to
personal information; and we conduct security and privacy protection training
courses to enhance employee awareness of the importance of protecting personal
information.
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2. We have established special management systems, procedures, and
organizations to ensure the security of information. We strictly limit the scope of
persons who can access the information, require them to undertake confidentiality
obligations, and. conduct audits.
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3. The Internet is not a secure environment. Besides, email, instant message, and
communication with other Citi users are not encrypted. We strongly recommend you
not send personal information in this way. Please use complex passwords to help
us keep your accounts secure.
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4. The Internet environment is not 100% secure, and we will do our best to ensure
or guarantee the security of any information you send to us.
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5. In accordance with the requirements of laws and regulations, in the occurrence
of any personal information security incident (including information loss, damage,
leakage, tampering etc.), we will promptly take treatment measures to avoid damage
may result from the data leakage, tampering and information loss etc. If it causes or
will cause potential harm to you, we will promptly notify you of the following in
accordance with laws and regulations: basic information about the security incident
and its potential impact, treatment measures we have taken or will take, suggestions
about proactive defense and risk mitigation, remedial measures etc. We will
promptly let you know relevant situations of the incident by means of mail, letter,
phone call, push notification etc. We will issue announcements in a reasonable and
effective manner when having difficulty in reaching out to each personal information
subject. Meanwhile, we will also report on the handling status of personal information
security incidents as required by regulatory authorities.
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4. Your rights
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In accordance with China's relevant laws, regulations, standards, and the common
practice of other countries and regions, we guarantee you the following rights of your
personal information:
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4.1 Enquiry, copy, update or supplement your personal information
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You are authorized to enquire, copy, update or supplement your personal
information, except for some circumstances stipulated by law and regulations. You
could, after identity verification, exercise your rights of data access or obtainment
through the following methods:
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If you are a Singapore Citigold / Citi Private Client GHrinik{¢ i 41 S AL TEFA NI &
“ H K J'), please reach out to customerservice@citibank.com.sg and
customerservice@info.ipb.citibank.com.sg (International Personal Bank Clients) or
call your Relationship Manager during working hours (Monday to Friday 9 AM to 6
PM, excluding national holidays).
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If you are a Hong Kong Citigold & Citi Private Client, Z#:1E 4 M A8 A &
EHE P A NRITE ), please reach out to +852 2860 0111 or call your
Relationship Manager during working hours (Monday to Friday 9 AM to 6 PM,
excluding national holidays).
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If you are a Citi Private Bank Client, please reach out to cpbclientenquiry@citi.com
or call your banker during working hours (Monday to Friday 9 AM to 6 PM, excluding
national holidays)
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We will respond to your request within 15 business days. After verifying your
personal identity, you can enquire, copy, update or supplement the personal
information and payment information in your account, change your password, add
security information, or close your account, etc.
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We will provide you with other personal information generated during your use of our
products and services so long as it is within our scope of services.

Xt TS AE A8 P FRATT A7 i B 55 I R e 2R I AN NS S, BRAT &AL 55 AR 554
Y T g

4.2 Delete your personal information
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Under the following circumstances, you can request us to delete your personal
information:

1. If our processing of personal information violates any law or regulation

2. If we collect or use your personal information without your consent, or if you
withdraw your consent.

3. If our processing of personal information breaches our agreement with you.
4. If you no longer use our products or services, or you close your account.

5. If we no longer provide products or services to you
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Where the storage period stipulated by law or administrative regulation has not
expired, or deletion of personal information is technically hard to accomplish, we will
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cease the processing of personal information other than storing and taking
necessary security protection measures for such information. We will respond to
your request for deletion in accordance with applicable laws or regulations.
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4.3 Restrict our processing, change or withdraw your authorization scope
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You may restrict, change or withdraw your authorization & consent at any time for
the collection and use of the additionally collected personal information.
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You can change the authorization scope by yourself in the following ways:

Contact your banker during working hours (Monday to Friday 9 AM to 6 PM,
excluding national holidays) or send an email CLIENTSERVICE.CTIHK@CITI.COM).

fn] LUE I PR 7 2B AT SR SR -

ETAER B (T/EHBE—2H A LA 9 52T 6 &, EFREETHRARI) BER
T 12 P 3 sl 15 B4 45 CLIENTSERVICE.CTIHK@CITI.COM.

When you withdraw your consent, we will no longer process your corresponding
personal information unless it violates the requirements of laws and regulations.
However, this decision to withdraw your authorization will not affect personal
information processing upon your previous authorization.
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4.4 Transfer your personal information
(M) EBERDANER

Subject to applicable laws and regulations, after verifying your entity, for personal
information provided based on your consent or collected based on a contract, such
information will be transferred to a third party designated by you only to the extent
permitted by law, provided that such transfer does not violate legal or regulatory
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requirements, harm the legitimate rights and interests of others, affect national
security or public interests, and is technically feasible.
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4.5 Responding to your above request
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To ensure security, you may need to provide a written request or other support to
verify your identity. We may ask you to verify your identity before processing your
request. We will respond to you within 15 business days.
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If you are unsatisfied with services, you can also make complaints through
the following channels.

Client hotline for CG-CPC HK: +852 2860 0111
WEANHRE, BT PLUEE YIS REE
A CHt e R P S HE: +852 2860 0111

In principle, we do not charge for your reasonable request, however, for those
repetitive, beyond reasonable requests, we may charge a fee as the case may be.
For those unreasonably repetitive requests which need too excessive technical
means (for example, need to develop new systems or fundamentally change existing
practices), pose risks to others’ legal rights, or are very impractical (for example,
involving information stored on backup tapes), we may reject such requests.
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In the following situations, we will not be able to respond to your request as
required by law or regulation:

1. Directly related to national security and national defense and security.



2. Directly related to public safety, public health, or significant public interests.

3. Directly related to criminal investigation, prosecution, judicial trial and judgment
execution etc.

4. There is sufficient evidence that you have subjective malice or abuse of rights.

5. Respond to your request which may result in severe damage to the legitimate
rights and interests of you or other individuals or organizations.

6. Involve our trade secrets.

7. For compliance with the regulations of anti-money laundering or sanctions.
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This policy does not limit your other rights as an information subject under applicable
laws and regulations.
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5. How we protect the information of children or
minors
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Our products, services and websites are primarily for adults. Children and minors
cannot create their own accounts without the consent of their parents or guardians.
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If you are a child/minor, please read these terms carefully and only use our services
or provide information to us upon your guardian's consent. If you are guardian of



child/minor, please read these terms carefully and confirm whether you agree to use
our services or provide information to us. You should confirm that your child uses
our services with your consent and knowledge. We will only collect, use, retain and
disclose your information to the extent allowed by laws & regulations and regulatory
requirements, explicitly consented by your guardians or necessary for the protection
of the interests of children/minors.
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When we want to use the information of children/minors for other purposes
not specified in this chapter, we will obtain the consent of the guardians again
in accordance with the requirements of laws, regulations and regulatory
requirements. We will store, use and protect the information of children/minors in
accordance with the stipulations of this Policy. We have designated a special-
assigned person to be responsible for the protection of children's/minors’
information, strictly set information access rights, and adopted the principle of
minimum authorization for staff who may have access to children’s/minors’
information. We promise to keep children's/minors' information strictly confidential
and only provide this information to external parties under the stipulations of
‘Chapter 3. How we entrusted processing of, share, transfer, and publicly disclose
your personal information’ in this Policy. If it is necessary to share children’s/minors’
information with a third party to provide services to you, we will evaluate the legality,
legitimacy and necessity of the third party's collection of children/minors’ information.
We will request third parties to take protective measures for the information of
children/minors and strictly abide by relevant laws, regulations, and regulatory
requirements. In addition, we will obtain the consent of the guardian of the
child/minor in accordance with the requirements of laws, regulations, and national
standards, or confirm that the third party has obtained the consent of the guardian
of the child/minor.
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For the purposes of this Policy, "children" in this chapter refers to natural persons
under the age of fourteen, and "minors" refers to natural persons over the age of 14
but under the age of 18.
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6. How your personal information is transferred
globally
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In principle, the personal information we collect and generate within the territory of
the People's Republic of China will be stored in the territory of the People's Republic
of China.
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Since we provide products or services through resources and servers across the
world, which means that to the extent permitted by regulatory rules and applicable
laws, and upon your authorization and separate consent, your personal information
may be transferred to the foreign jurisdiction of the country in which you use the
product or service, or be accessed from these jurisdictions.
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Such jurisdictions may have different data protection laws or may not have relevant
laws. In such cases, we will ensure that your personal information is adequately
protected within the territory of the People's Republic of China.
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Regarding the exercise of your relevant rights, please contact us through the
methods listed in this Policy.
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7. How we update this Policy
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We may change this Policy from time to time.
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We will not undermine your rights entitled under this Policy without your explicit
consent. We will post any changes and revisions of this Policy on this page. For
significant changes, we also provide more noticeable notices (including for certain
services, we will send a notification via email stating the specific changes to this
Policy).
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Significant changes referred to hereunder include but not limited to:

(1)Major changes in our service model, such as changes in relations to the purpose
of processing personal information, the type of personal information processed, the
way in which personal information is used, etc.

(2)Changes in the main objects of personal information sharing, transfer or public
disclosure.

(3)Major changes in your rights to participate in the processing of personal
information and the way you are exercising such rights.

(4)Changes in the department, contact information and complaint channels
responsible for personal information security.

(5)Personal information security impact assessment report indicates that there is a
substantial risk.
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If there is any update to this Policy, the updated content will be publicized through
below Citi’s official websites:

Singapore Citigold & Citi Private Client:
https://www.citibank.com.sg/footer/privacy?lid=SGENCBGGNFOTLPRIVACY,;

Hong Kong Citigold & Citi Private Client:
https://www.citibank.com.hk/english/info/privacy/?controls_id=d891f42d-6280-41f5-
a5f3-ed48597923ba&history_index=1;

APAC Citi Private Bank: https://www.privatebank.citibank.com/privacy

and will become effective upon publication and supersede the previous relevant
content. Please pay attention to changes in relevant announcements from time to
time. Please be aware and confirm that, if you continue to use our services and
products, it is deemed that you agree to accept the updated terms and conditions.
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https://www.citibank.com.sg/footer/privacy?lid=SGENCBGGNFOTLPRIVACY;
FTIIE SR MR NI & S E
https://www.citibank.com.hk/english/info/privacy/?controls id=d891f42d-6280-41f5-
abf3-ed48597923ba&history index=1;
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8. How to contact us
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If you have any questions, comments or suggestions about this Policy, or
require access to, update, rectify, delete your personal information or
withdraw your consent, please contact us by the following means:

Email Address: CLIENTSERVICE.CTIHK@CITI.COM
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Customers/Users may need to pay communication charges to telecom carriers for
calls (charges are as set by respective telecom carriers).
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We will reply within about 15 working days after receiving your request, up to 30
days or a shorter period (if any) stipulated by laws and regulations. For your
reasonable request for personal information, we will not charge you in principle.
However, for repeated requests that exceed reasonable limits, we will charge a
certain cost according to the circumstances within the scope permitted by laws and
regulations.
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If you believe that our personal information processing behavior violates your
legitimate rights and interests, you have the right to seek solution through the court
or regulatory agencies.
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9. Miscellaneous
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The laws of the Hong Kong Special Administrative Region of the People’s Republic
of China (if you are communicating with Citibank (Hong Kong) Limited or Citibank,
N.A., Hong Kong Branch or other Citi entities located in Hong Kong) or the laws of
Singapore (if you are communicating with Citibank (Singapore) Limited or Citibank
N.A. Singapore or other Citi entities located in Singapore) shall apply to the
establishment, effectiveness, performance, interpretation and dispute resolution of
these terms and conditions.
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Matters not covered in this Policy shall be handled in accordance with applicable
laws and regulations, our relevant business rules and prevailing financial business
practices.
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These terms and conditions are written in both Chinese and English. In case of
discrepancies, the English version shall prevail.
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